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Veeam Backup for Microsoft 365

Installation guide

. Backup

Setup instructions

Log into the Veeam Service Provider Console: https://veeam.ikoula.com/ using the login

details provided in the delivery email:

(

IKOULA | Veeam Service Provider Console

Please log in

frhbX}vesamifrhbXOddveeam '

WV

Add your organization via the "Configuration" button at the top right, then go to the
"Plugin Library" tab and click on "Veeam Backup for Microsoft 365" :

<& VEEAM Service Provider Console

@ Exit Configuration Welcome to the Veeam Service Provider Console plugin library!

Here you can find all predefined integrations available in your currently installed version of Veeam Service Provider Console.
To enable the integration, simply click on the tile and follow the instructions specified for each application plugin.

Security
P C\ Veeam Backup for Microsoft 365
S libra Veeam® Backup for Microsoft 365 is a comprehensive solution
Plugin Library LE that allows you to back up and restore data of your Microsoft
. E 365, on-premises Microsoft Exchange and on-premises
Locations

Microsoft SharePoint organizations, including Microsoft
OneDrive for Business.
Alarms Management

Backup Policies

Company Info
status: @ Configured
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Veeam Backup for Microsoft 365

Installation guide

. Backup

Setup instructions

Then go to "Organizations" and click on "+ New" to add your Microsoft 365 organization:

# Veeam Backup for Microsoft 365 Integration

@ Go Back Q

+ New

P‘ Getting Startad

|ﬁﬁ Organizations l:‘ Server Name Organization Region

Tick the items you want to protect:

& veeam Backup for Microsoft 365 Integration
(€) New Organization

Protected Services Protected Services

Connection Settings

Exchange Online

Application Settings
= SharePoint Online and OneDrive for Business

Microsoft 365 Logon Microsoft Teams
summary Teams chats
1 Teams chats backup requires using protected APIs and additional billing charges frem Microsoft. For more

information on pricing, see this Microsoft article.

The Azure AD application used to protect the selected services will be automatically granted the required
permissions.

Choose the region to which your organization belongs:

# Veeam Backup for Microsoft 365 Integration
(€©) | New Organization

Protected Services Connection Settings

Connection Settings
Region

Application Settings
= Select a Microsoft Azure region your Microsoft 265 organization belongs to.

Microsoft 365 Logon Region: | Default v
Default
Summary a
hina

U.5.Government GCC High (experimental)

U.5.Government DOD {experimental)
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Veeam Backup for Microsoft 365

Installation guide

. Backup

Setup instructions

To be able to back up, Veeam needs to deploy an AzureAD application to your organization.
Tick "Register a new Azure AD application automatically" and give it a name, for
example: "lkoulaVeeamO365":

# Veeam Backup for Microsoft 365 Integration

(€) | New Organization

Protected Services Application Settings

Connection Settings
(@) Register a new Azure AD application automatically

Application Settings
Microsoft 365 Logon Application name: koulaveeam0365
) usean existing Azure AD application

Summary

Allow this application to enable export made for SharePoint Web Parts

: The "Allow this application to enable export mode

for SharePoint Web Parts" box allows you to save web parts on Sharepoint
sites.

Open another tab and go to the URL https://microsoft.com/devicelogin, then enter the code

provided in the "Authenticate with the verification code below" field, and login using your
Microsoft account:

# Veeam Backup for Microsoft 365 Integration
(€©) | New Organization

Protected Services Microsoft 365 Logon

202 LU

Connection Settings . o . . . o I

Use your Microsoft 365 administrative account to log in to the application verification portal:

https://microsoft.com/devicelogin

Application Settings
° - = Authenticate with the verification code below:

GOUSZJF7B

7 Copy code 4 Refresh cot
| Microsoft 365 Logon ] y (& S|

o
a1

Verification status: (® Not verified
Summary

g IMPORTANT : Your user must have the role of « Global Administrator »:

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-
reference.
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Microsoft Azure

S Microsoft
=! Microsoft
Choisir un compte Entrer le code
Vous vous connectez 2 Microsoft Azure Cross- ) i . .
platform Command Line Interface sur un autre Entrez le code affiché dans votre application ou sur
appareil situé dans I'emplacement France. 5'il ne ) |
s'agit pas de vous, fermez cette page. votre appareil.
IEI admin@veeam .onmicrosoft.com :
GOUS2JF7B
—|— Utiliser un autre compte
Suivant
Retour
Microsoft Azure
H .
= Microsoft L Microsoft

admin@veeam .onmicrosoft.com

Essayez-vous de vous connecter
a Microsoft Azure CLI ?
Ne continuez que si vous avez téléchargé

I'application a partir d'un magasin ou d'un site web
auquel vous faites confiance.

Annuler Continuer

Microsoft Azure Cross-platform
Command Line Interface

Vous vous étes connecté 3 'application Microsoft
Azure Cross-platform Command Line Interface sur
vatre appareil. Vous pouvez maintenant fermer cette
fenétre.

Go back to the Veeam Service Provider Console, the field "Verification status" has

changed to "Verified", click on "Next":

# Veeam Backup for Microsoft 365 Integration
(€)  New Organization

Protected Services Microsoft 365 Logon

Application Settings

Authenticate with the verification code below:

DW5PCUSGD
Microsoft 365 Logon

Verification status: O Verified

ﬂ Copy code ™ Refresh code
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Then « Finish » :
& Veeam Backup for Microsoft 365 Integration
f New Organization

Protected Services Summary

r
¢
o
i
W
r
=
T
I
o
a

Connection 5ettin

M
wn

VB365 server:

Application Settings

Server: koula Storage IKDC1
soft 365 Logon Protected services:
Summary Protected services: Exchange Online, Microsoft Teams, SharePoint Online and OneDrive for Business

Connection settings:
Region: Default
Application settings:

Application: Mew application

pplication name: koulaVeeamO365

The process for adding your organization will then move to "Creating...", and you will have
to wait for a few minutes.

& Veeam Backup for Microsoft 365 Integration

@

© Q
-

Br Organaatons Sarver Name Organization Ragion Authantication Mathod Protactad Services Ragistared By Registration Data Status

Once your organization has been added, the information will be displayed and it is ready to
be saved:

€& Veeam Backup for Microsoft 365 Integration

P Gerting Staned + A exportto.. v
|a4 Grganization: | server Name Organization Region Authentication Method Protected Services Registered By Registration Date Status
] age IKD ceom  onmic m i 4 s 0

Click on « Go back » : & Veeam Backup for Microsoft 365 Integration
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Setup instructions

Then "Exit Configuration" and go into "Backup Jobs", click on "+ Create Job" then

"Backup Job'":

VEEAM Service Provider Console

All Locations
Q Q Status: ©

&= Create job v

Active Alarms
2 Backup Job
RPO & SLA |:| Job Server Job Type

Resources

Backup Jobs

Protected Data

Enter a name for the job as well as a description:

© VEEAM Service Provider Console

(€)  New Backup Job

Job Name Job Name
Specify job name and its description

Qrganization
Name: Backup 0365
Backup Mode
Description: | Backup organisation VeeamTest

summary

Select the organization you want to back up:

¢ VEEAM Service Provider Console

(¢) | New Backup Job

Job Name Organization

Specify organization to back up

Organization
Organization: veeam .onmicrosoft.com

Backup Mode

Summary
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Choose whether you want to:
* Fully back up your organization
* Only back up certain elements

e Exclude certain elements

»3:- VEEAM Service Provider Console

.é. New Backup Job

Job Name Backup Mode

Specify objects to include in the backup

Organization

Backup scope

Backup Mode
(@) Entire organization

Summary -
® (7) Back up the specified objects

Exclusions

Specify objects to exclude from the backup: (@ | Off

Then click on « Finish » :

'3:» VEEAM Service Provider Console

(€)' New Backup Job

Job Name Summary
eview a nish to exit the wizar
Organization
General
Backup Mode _
Name: Backup 0365
Description: Backup organisation VeeamTest

Summary
Backup mode

Backup mode Entire organization
ncluded objects:
Excluded objects:

Backup repository

Backup repository: Ikoula Sterage IKDC1
Schedule

Job scheduling:

Retry failed objects processing:
Wait before each retry attempt for:

Backup window:

[] start the job when I click finish
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Veeam Backup for Microsoft 365

Installation guide

. Backup

Setup instructions

IMPORTANT : Due to a limitation of the Veeam Service Provider Console
A interface, it is currently not possible to schedule your backup job. You must send

us a request to support@ikoula.com (see page 386 from VEEAM VSPC

guide: https://www.veeam.com/vspc_7_0_guide_for_end_users_pg.pdf)

This is what the unavailable ‘Schedule’ tab looks like:

bﬁb— VEEAM Service Provider Console

% Edit Backup Job - Backup 0365

Job Name Schedule

Lhoose when you want backup Job to De started automatica

Organization

Run the job automatically

Backup Mode —
k ®) Daily at this time: 06:00 v Everyday

Backup Repository —_ o

) Periodically every
Schedule l:‘ Automatic retry
Summary

|:| Terminate job if it exceeds allowed backup window

: Backup retention is set to 1 month and is not customisable

You can then launch your backup using the "Start« button, which will set it to « Running »

+ Createjob v
[ job Company server Job Type Last Run Job Status Repository Next Run
[] Backupo3es test-veeam koula Starage IKDC1 Backup %) Running koula Storage IKDC1

Once the backup is complete, it will be set to the « Success » status.

If any errors occurred during backup, you can click on the status ("Warning" ou "Error") to

get more information.
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Veeam Backup for Microsoft 365

Installation guide

Il. Restoration

How to restore and access your data

To be able to restore and access your data in the backup via our restore interface

https://veeam-0365.ikoula.com/, you need to deploy a new AzureAD application with a

specific ID.

To do this, open a PowerShell terminal on your computer and enter the following

commands::

Install-Module AzureAD

Connect-AzureAD
New-AzureADServicePrincipal -AppId "7d31479a-edbe-4aeb-8213-d4bedd9a55be"

The first command will install the "AzureAD" PowerShell module.

The second command will allow you to log into your AzureAD account via your user in the

role of"Global Administrator".
The third will deploy an application called: « IkoulaVeeamO365 ».
You then need to ‘Grant administrator permission’ for this application. It is not currently

possible to do this via PowerShell. We therefore invite you to log into your Microsoft Entra

interface: https://entra.microsoft.com/ to grant authorisation.

Click on « Business applications> : i::] Applications A~
Applications d'entreprise

Then on « All applications", click on the plus sign at the level of the « Application type ==

Business Applications " :

< + nouvelle application () actualiser L Télécharger (exportery @ informations d'apercu Colonnes [& Fonctionnalités de la version préliminaire AY Des commentaires ?
Vue d'ensemble
© Vue densemble Affichez, filtrez et racherchez les applications de votre arganisation qui sont configurées pour utiliser votre locataire Azure AD comme fournisseur d'identité
# Diagnostiquer et résoudre les La liste des applications conservées par votre organisation se trouve dans inscriptions d'applications.
prablémes
R £ Rechercher par nom d'application ou par ... Type d'zpplication == Applications d'entreprise 1D d"application commence par > +v Ajouter des filtres
Gérer

1 application trouvée

BE Toutes les applications Nom 4 ID d'objet 1D d'application URL de la page d'accueil crééle 1y Etat d'expiration du certificat

B Proxy d'application . ol
coulavee

8f7a3f2a-d21a-431c-865e-cfadbca ce8bs01a-f1c5-4ba7-a384-386aa6... 02/06/2023
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Veeam Backup for Microsoft 365

Installation guide

Il. Restoration

How to restore and access your data

Click on the name of the application with ID "7d31479a-edbe-4aeb-8213-d4bedd9a55b0" .

|/-'-'J lkoulaVeeamO365 b | ID d'application commence par +7 Ajouter des filtres

2 applications trouvées
2 licat t

Nom T4 1D d'objet ID d'application URL de la page d'accueil Crééle
. koulaveeamQ265 27a3f23-d21a-431¢c-865e-cfadb... ces8ba01a-f1c5-4ba7-3384-3862364a3d52 02/06/2023
. koulaveeamO365 3a7601a4-1a5d-4299-80c1-242b.., 7d31479z-2dbe-4aeb-8213-d4bedd9355b0 02/06/2023

Then go to "Authorizations" then click on « Grant an administrator permission for XXX" :

Accorder un consentement d’administrateur pour

Consentement de I'administrateur Consentement de 'utilisateur

P Rechercher dans les autorisations

MNom de I'API L Valeur de revendication T,  Autorisation Ty Type

Aucune autorisation acceptée par I'administrateur n'a été trouvée pour I'application

You can then log into the https:;//veeam-0365.ikoula.com/ interface via your Microsoft account:

o

L=

Veeam Backup for Microsoft 365

Please log in
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Veeam Backup for Microsoft 365

Installation guide

Il. Restoration

How to restore and access your data

You can restore your data by choosing the desired restore point at the top left, you can

restore one item at a time or several by choosing "Restore" or "Add to Restore List" :

? frchive I:‘ (1% 1 1] From To cc Bec
‘a Boite de réception

> % Boite d'envei Selected: 0 of 2
» [ Brouillons

» BA calendrier I:‘

> Contacts I:‘

> [4 Eléments envoyés

Microsoft Viva

Test-Team

> [ Eléments supprimés
> Historique des conversations
> B Journal
> Motes
> @ Permanently Deleted Items
> 7| Taches
> TeamsMessagesData
LY
v
¥ [@ Subsites

> [ Content

End-users will also be able to log in and restore data belonging to them.

IMPORTANT : If you need a user to have access to other users’ data, you must
send us a request to support@ikoula.com, a "Change scope..." button will then
be made available on the https://veeam-0365.ikoula.com/ interface.

IKOULA Teams remain at your disposal should you have any question or
need help, do not hesitate to get in touch with us!

(contact details on the back)
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VeeAM

Need further information?
Ask our specialists!

':1-

.,.i. ‘ -|."' "'-‘
it IH 'I'E ='I..-
u.. :
gcwn« me
SALES TEAM

O 33184010250

@ sales@ikoula.com



https://twitter.com/ikoula
https://www.linkedin.com/company/ikoula
https://www.youtube.fr/ikoulanet
mailto:sales@ikoula.com
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